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THE INTERCEPT MODERNISATION PROGRAMME (IMP)
- by Stephen Hoffman

BACKGROUND

* The Intercept Modernisation Programme (IMP) was a scheme proposed by the last
Labour government to monitor all emails, phone calls, web use and text messages.
The programme would include Internet data being stored for at least 12 months
from sources such as G-mail, Facebook, Skype and Twitter.

* Those who can use the database would be the police, secret services, the
government, public bodies and localco
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* To help revive the scheme the IMP will receive £400 Million extra from the
government, on top of the money previously given to the scheme shelved by
Labour (Newton-Dunn, T, 2010).

* The permission of a judge or a magistrate will not be required to access the
information, but simply the authorisation of a senior police officer or the equivalent
of a deputy head of department at a local authority. The judiciary is therefore
excluded from the process. This causes concern as the police are not a neutral body
because, where they can, they will agree to access of information which gives them
more power over citizens.
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* According to a LSE paper, the UK is alone in the democratic world in that
communiations data authorisation is authorised by a senior figure in an
organisation, which wants to use the data for their investigations. The police in this
case are allowed to be both judge and jury (LSE, 2009).

* Public authorities will not be able to view the contents of these emails or phone
calls, but they can see the internet addresses, dates, times and users of telephone
numbers and texts.
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o 1.Everyone has the right to respect for his private and family life, his home
and his correspondence.

o 2. “There shall be no interference by a public authority with the exercise of
this right except such as is in accordance with the law and is necessary in a
democratic society in the interests of national security, public safety or the
economic well-being of the country, for the prevention of disorder or crime,
for the protection of health or morals, or for the protection of the rights and
freedoms of others." (Home Office, 2010).
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* Evidence has shown there is little public support for the database. In the six-month
consultation carried out by the Home Office in 2009, only a third supported the
IMP, with 50% believing it lacked safeguards (Edwards, R, 2010).

COALITION GOVERNMENT’S POSITION ON CIVIL LIBERTIES

* Civil liberties were at the centre of the coalition agreement between the Liberal
Democrats and the Conservatives.

* The Liberal Democrat leader Nick Clegg stated that the coalition government would
oppose any steps towards storage of Internet and personal data, saying on May 19™
2010, “We won't hold your Internetang ds when there is just no reason
to do so ” (SWackle, S, 2010). This palition agreement
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has said that before the programme is roIIed out there will be consultation with the
Information Commisioner, there would be no need to put in safeguards if the
programme had not been revived in the first place. The government is simply
papering over the cracks.

* Whereas before it seemed that the IMP would be limited to organised crime, it
seems mission creep is taking place. In latest statements from the Home Office they
have said that “Communications data is vital to all law enforcement"(Williams, C,
2010). With it covering all crime, the net of whose data will be stored has grown
significantly. Correspondingly the threat of innocent citizen’s data being used for
nefarious purposes grows also.
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QUESTION IN PARLIAMENT

* On 27th October 2010, Liberal Democrat MP for Cambridge Dr Julian Huppert asked
the Prime Minister in Prime Minister's Question Time (Hansard, 2010).

“Can the Prime Minister reassure the House that the Government have no
plans to revive Labour's intercept modernisation programme, whether in
name or in function, and that he remains fully committed to the pledge in
the coalition agreement to reverse the substantial erosion of civil liberties
and to roll back state intrusion?”
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Examples of alarming failures in this regard are the Home Office losing the
personal details of 377,000 people on a memory stick (Grant, |, 2009), the
London Borough of Sutton losing the personal details of over a hundred
people (ICO, 2009) and Wigan Council losing unencrypted data on 43,000
school pupils after a latop was stolen (Kable, 2009). It is clear that the
government struggles to hold small amounts of data so hopes of them doing
better with a national database are low.

* The Home Office Budget is being frozen with fears of substantial numbers
of front line police being cut, so it has to be questioned whether the
government can afford a scheme which will cost £2 Billion a year plus.
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Considering the detrimental effect the programme will have on liberties, it

also seems perverse at a time when the government has little cash that they

would be paying for the privilege of reducing civil liberties.
* Former London Metropolitan Police Commissioner lan Blair consistently
highlighted the strain on police resources from sifting through computer and
mobile phone data (Raab, D, 2010). The IMP would add to these strains
when police resources and numbers are strapped for cash. Indeed around
£200 million a year will be spent on the IMP in the next ten years despite a
cut in the Home Office Capital budget by 49% (Travis, A, 2010). The priorities
of the government seem to be dangerously skewed at the moment in
favouring surveillance over old fashioned policing.
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* Political activists would also be under surveillance to unprecedented levels.
For example in the previous programme, CSPs would be called on to hold all
the detailed transaction information of every MP and every journalist: their
phone calls (to lobbyists, colleagues, constituents and sources), locations,
website viewings, social networking, and chats (LSE, 2009). Investigative
journalism would become much harder, and the ability of MPs to
communicate with the outside world constrained.

* Furthermore it is not the data of a single individual that is being accessed.
The way the programme would work is that the individual’s friend’s use of
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the Internet would be monitored too(LSE, 2009). Therefore third party
communication data without a person’s knowledge will increase under this
scheme.

QUOTES ON THE INTERCEPT MODERNISATION PROGRAMME

* David Davis, the former Shadow Home Secretary, said when the idea of the

IMP was first muted that “what is being proposed is a highly intrusive

procedure which would allow Government authorities to maintain covert

surveillance on public use of telephone ils and internet
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FINAL THOUGHTS

* Given all the controversy about the programme, many feel a useful tool
would be to put the programme under parliamentary scrutiny before it is
put into action.
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* Mr Graham’s intervention is crucial as the Conservatives said any scheme
involving the storage of more internet data would be subject to approval by
a beefed-up Information Commissioner (Boxell, J, 2010).

*  Whether the government will let parliament have a debate on the
programme will prove whether the government’s commitment to civil
liberties is hot air.

* Ultimately with all these issues there has to be the right balance between

investigation powers and the right to privacy. This programme is on the

wrong side of the divide, leading to an unacceptable amount of state power
over the individual.

To stop the revival of this programme, amendments to the Freedom (Great

Repeal Bill) to this effect need to be - Ahendments are done
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